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Abstract
1. Introduction
Electronic  communication  is  increasingly  susceptible  to 
eavesdropping and malicious interventions. The issues of 
security  and  privacy have traditionally been  approached 
using tools from cryptography. Messages can be appended 
with a message authentication code (hash) and encrypted 
so that only the rightful recipient can read them and verify 
their integrity and authenticity. Modern cryptography is a 
mature field based on rigorous mathematical foundations 
and decades of development. Steganography is the act of 
covert communications, which means that only the sender 
and receiver  are aware  of  the  secret  communication. To 
achieve this, the secret message is hidden within benign-
looking communications known  as  cover texts  or  cover 
Works  [1].  Steganography t echniques  can  be  broadly 
classified into two categories: Spatial [2] and Transform 
[3]  domain  methods.  The  first  steganalytic  methods 
focused on the most common type of hiding called Least 
Significant  Bit  embedding  [4,  5]  in  bitmap  and  GIF 
images. Later, main effort had been directed to the most 
common image  format JPEG [6, 7] a nd audio  files [8]. 
Exact methods  for detecting hidden  messages prompted 
mainly research in steganography for multimedia files [9, 
10].The advantage of using LSB method is that it is easy 
to  embedding  the  message  bits  directly  into  the  low 
significant bits [11, 12]. The weakness of the method is 
that  it  is  very  sensitive  to  any  kind  of  filtering  or 
manipulation of the stego images [13, 14].
In  most  spatial  domain  schemes,  steganography 
signal is embedded in the LSB (least significant bit) of the 
pixels  in  host  image  in  which  the  robustness  against 
attacks is weak i.e. stego can be detected easily [15].  But 
we have used the chaotic map and also embedding in four 
low significant bits, so it is very robust and secure.Two 
main  requirements  for  an  acceptable  watermarking  and 
steganography t echnique  are  imperceptibility  [16]  and 
robustness  [17].  Imperceptibility r efers  to  perceptual 
quality of the data being protected. Robust steganography 
embeds  information  data  within  the  image  with  an 
insensible form for human visual system, but in a way that 
protects from attacks such as common image processing 
operations. Image scrambling is one of the most prevailing 
encryption algorithms these years [18], [19], [20]. 
At  the  late  years  the  chaotic  maps  have  been  used  to 
increase  the  digital  security  of  watermarking  and 
steganography  [21].  The  first  chaotic  system  was 
discovered by Edward Lorenz in 1963[22]. Other chaotic 
systems have been established by many different research 
areas, such as physics, mathematics, and engineering. The 
idea  of  using  chaotic  signals  in d ifferent  layers  of 
communication  systems  attracted  the  attention  of 
researchers [23-28]. The most  important specification of 
chaos is that it is sensitive to the primary conditions. In a 
way that the primary different but so similar conditions are 
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This paper proposes a novel robust blind steganography scheme 
for embedding audio signal into edge of color image based on a 
chaotic map and LSB method, which is different from some 
existing  works.  In  this  paper,  we  employed  the  LSB 
substitution technique and chaos as a fundamental stage and we 
also  take  advantage  of  edge  detection  technique.  The  present 
paper improved security by using of chaotic maps. Chaotic maps 
are used for two important applications in our scheme: selecting 
of random location in edge pixels for embedding and extraction 
and selecting of random bit location in LSB of pixel byte. The 
suggested  scheme  is  robust,  secure  and  flexible.  In  the 
extraction procedure, the stego can be extracted from the 
stego image without the requirement of the original host  
color image or the original stego image. Experimental 
results  show  that  the  proposed  audio  steganography 
scheme  has  stronger  robustness  against  attack,  Because 
The chaotic map was implemented to increase both the number 
of  keys  (control  parameters)  and  complexities  involved  in  the 
algorithm. The size of key space for initial conditions and control 
parameters were computed about 10
28. 
Keywords:  Steganography,  Security,  Robustness,  Chaos, 
logistic Map, Edge detection. selected and then the system output will be so different, so, 
it  is  possible  to  produce  a  pseudo-random  string  [29]. 
Chaotic maps in steganography are used for two goals: to 
find  the  embedding  location  in  the  edges  and  the  bit 
location through LSB method. Some changes are needed 
in  the  maps  in  any  of t he said  processes.  Chaos  signal 
seems like noise but it is completely firm. It means that 
using  the  primary  values  and  the  map  function,  it  is 
possible to reproduce the signal value again.
Piecewise nonlinear chaos and logistic chaos map began as 
an attempt to find chaos in the sense of extreme sensitivity 
to changes in initial conditions.Chaotic functions such as 
Markov  Maps,  Bernoulli  Maps,  Skew  Tent  Map,  and 
Logistic  Map  have  been  widely u sed  to  generate 
watermark sequences [30], [31]. This paper mainly focuses 
on the application of the piecewise nonlinear chaotic map 
[32] in encryption schemes  of  stego signal. The chaotic 
maps are employed to enhance the security and the best 
extraction,  as w ell  as determining  the  location  of L SB 
significant for the stego embedding. 
The  article  is  organized  as;  section  2  describes  the 
chaotic  maps  for  scrambling processes.  The  details  of 
Steganography embedding and extraction are presented in 
section 3. Some simulation results are discussed in section 
4 and the document is concluded in Section.
2. APPLIED CHAOTIC MAPS
2.1 Logistic map
  Robert May said in an effective paper in 1976 that even 
simple  nonlinear  maps  could  have  very  complicated 
dynamics [33]. This point is made clear by logistic map. 
Logistic  map i s  defined  in  mathematical  language  as 
follows:
     = r × X 	 × (1 − X )                            (1)
This map is an equation to define the population growth 
rate. xn show the population number in n
th generation and r 
shows  the  growth  rate  which  is  both  positive  values. 
Usually they take into consideration the r parameter which 
is 0 ≤ r ≤ 4so x will be normalized to the values 0 ≤ x ≤ 1.
2.2 Selecting  location  by P iecewise  nonlinear 
chaotic map
2.2.1 Using t he  chaotic  map  to  identify  the 
embedding and extraction location of  stego audio 
in host image
In steganography procedure the binary bits are embedded 
and extracted with no specific order in the pixels of the 
edge of the host image to increase the safety. To find the 
location of these pixels, the edges of the image are stored 
in a one dimension array and the following relation which 
is the famous formula for modularity calculations is used 
to find the chaotic locations.
(2)               = ⌊     × 10   ⌋       
In this relation, EdgeLoc is indentified the location of the 
pixel in which the binary content will be saved.
2.2.2 Using  the Chaotic  map  to i dentify the bit 
location in identified pixel
When the pixel location is identified by the relation (2), 
the bit location must be defined in LBS. For more safety 
we don’t choose a constant place for it and it is calculated 
by the chaotic map which is a number from 1 to 4 and is 
calculated as follows:
       = (⌊     × 10   ⌋   4)+ 1			 (3)
3. STEGO EMBEDDING AND 
EXTRACTION
3.1 Stego embedding
3.1.1 Embedding process
Figure1  shows  the  total  diagram  block  of t he 
embedding  algorithm.  For  better  description  of  the 
embedding  algorithm,  we  divide  the  algorithm  into  two 
parts to describe the embedding process better. The semi-
code of the process is as follows:
3.1.1.1 Algorithm  1,  General  process  of 
Embedding
 Agreement with the destination to select the host 
image  from  a  database  of t he  ready  colored 
images.
 Getting the red, blue and green channels from the 
input image.
 Finding  the  image  edges  according  to  the 
agreement  with  the  destination  on  the  edge 
finding  algorithm  type  (sobel,  prewit,  Roberts, 
log, zerocross, canny).
 Receiving the sound file and dividing it into three 
equal parts according to the input file size.
 Embedding  any  part  of  the  audio  file  on  red, 
green and blue channels respectively each in an 
independent  manner  apnd  according  to  the 
algorithm 3-2.
 Combining  the  red,  green  and  blue channels  to 
create the final file to send to the destination.
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chaotic  embedding  for  the  fifth  step  of t he 
algorithm 1
 Agreement on the keys Mu2, X2, Mul, X1. These 
keys are the primary c onditions and the control 
parameters of logistic chaotic map. X1, X2 are a 
number in (0, 1) and Mul and Mu2 are a number 
between 3.6 and 4.
The coordinates of the rows and the columns of the 
image edges are stored in a 2D array named Edges. 
This array holds two rows and ES columns. ES shows 
the length of the array.
 The contents of input audio  file  are  stored  in a 
one dimensional array of AS size.
 Getting  the  edge  pixel  place  using  the  logistic 
map and the X1 and Mul password keys and the 
calculated number will be from 1 to ES.
 Calculating the bit location using the logistic map 
and  the  X2  and  Mu2  passwords  and  the 
calculated number will be 1 to 4.
 Embedding  of o ne  bit  of  the  audio  file  in  the 
calculated location from the fourth step and in the 
bit number of BitLoc which is calculated in fifth 
step.
 Repeat the fourth to sixth steps until all bits are 
embedded.
Figure. 1 Flowcahrt of Embedding process
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Figure. 2 the specialized process of chaotic embedding
3.2 Stego Extraction
3.2.1 Extraction process
Figure  3  shows  the  total  block  diagram  of  the 
extraction  algorithm.  For  better  description  of  the 
extraction algorithm, it is divided into two parts to  
 Agreement on the keys Mu2, X2, Mul, X1. These 
keys are the primary c onditions and the control 
parameters of logistic chaotic map. X1, X2 are a 
number in (0, 1) and Mul and Mu2 are a number 
between 33.6 and 4.
 The coordinates of the rows and the columns of 
the image edges are stored in a 2D array named 
Edges.  This  array h olds  two  rows  and ES 
columns. ES shows the length of the array.
 Making  the  destination  aware  of t he f ile  size 
which  could  be  extracted  in  AS  length.  This 
variable is of the keys of the problem. 
 Getting  the  edge  pixel  place  using  the  logistic 
map and the X1 and Mul password keys and the 
calculated number will be from 1 to ES.
show the extraction process better. The semi- code of the 
process is shown as follows:
3.2.1.1 Algorithm,the  general  process  of 
extraction
 Agreement with the source on selection of the 
image  from  a  database  of the  ready c olored 
images.
 Calculating  the  red,  blue  and  green  channels 
from  the  embedded  original  images  from  the 
database. On this image no embedding had taken 
place.
 Finding  the  original  image  edges  according  to 
the  agreement  with  the  source  on  the  edge
finding  algorithm  type ( sobel,  prewit,  Roberts, 
log, zerocross, canny).
 Receiving the stego image from the source.
 Calculation  the  red,  green  and  blue  channels 
from stego image.
Extraction of three parts of the audio file from red, 
green and blue channels respectively in independent 
manner and according to the algorithm 3.4 receiving 
the  input  edges  of t he  original  picture  and  the 
embedded edges of steganography.
 Combination  of t he  three  parts  of  audio  file 
calculated from red, green and blue channels for 
getting the final audio file.
Algorithm  4  the  specialized  process  of  chaotic 
extraction for the fifth step of the algorithm 3-3
 Calculating the bit location using the logistic map 
and  the  X2  and  Mu2  passwords  and  the 
calculated number will be 1 to 4.
 Extraction of one bit of the audio file from the 
calculated location from the fourth step and from 
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fifth step.
 Repeat the fourth to sixth steps until all bits are 
extracted.
The flowchart of the algorithm is shown in figure 4.
4. EXPERIMENTAL RESULTS
This  section  will  present  and  discuss  the  experimental 
results of our proposed scheme. Steganography techniques 
must satisfy the following properties.
4.1 Evaluation of the effectiveness
  To  demonstrate  the  effectiveness  of t he  proposed 
algorithm, MATLAB simulations are performed by using:
4.1.1 Original image or cover
This image is predicted for embedding of the audio file. In 
the  image  processing  algorithms,  a  series  of s tandard 
images i s  used.  These  images  are  found i n  almost  all 
image  processing  algorithms.  The  goal  of  using  these 
images  is  to  compare  the  different  algorithms  with  the 
constant images. 
Figure  5  shows  the  used  images  in  proposed  algorithm 
which  includes the  four  famous  Boat, Airplane, Peppers 
and Baboon images. The size of the images is considered 
1024×1024.
Figure. 3 Flowcahrt of Extraction process
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4.1.2 Stego Audio
Stego audio which is embedded into a cover image is a 
audio file which is in form of binary. Figure 6 shows the 
cover  stego  in  the  used  algorithm.  Table  1  shows the 
complete characteristics of the audio file. 
4.2 Embedding effectiveness
According to the said definition, the efficiency of a stego 
system is the output probability of a embedding system, to 
show  the  efficiency  of t he  proposed  algorithms,  the 
standard  1024x1024  images  and  the  stego  audio 
specifications are used as shown in (Fig 5) used for the 
proposed algorithm in  table 1. Figure 7 shows the results 
of t he  proposed  algorithm.  As  it  can  be  seen,  the 
embedding and extraction is done with any possible error. 
In this image the histogram of the Original image and the 
resulted  one  from  steganography i s  shows.   A lso t he 
extraction operation  is showed by t he  chaotic map right 
key and wrong key. 
Figure. 5 Standardimages a) Boat b) Airplane c) Peppers d) Baboon
Figure. 6 Fixed audio file
Table1: the audio file specifications in proposed method
Values Specifications
Sample.wav File Name
26.6KB File Size
11025 HZ Sampling rate
8 The numberof bits
Native Format
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steganography, c) original audio file, d) extracted audio file by the right 
key, e) extracted audio file by the wrong key, f, g, h) red, green and blue 
channels histograms of the original  image, i, j,  k) red, green a nd blue 
channels histograms of the image resulted from steganography
4.2.1 .Fidelity
The next specification is the fidelity which studies 
the  conception  similarities  between  the  original  version 
and the steganography version.  According to the figure 8 
the stego in the steganography image is not understandable 
and this is what we aim. The presented histograms are also 
not understandable. But for evaluation of the efficiency of 
the proposed  algorithms  in  this  specification, a numeral 
factor must be presented and most of the researchers use 
the Peak Signal-Noise Ratio (PSNR) as it is defined here:
     = 10 ×    10
2552
   	(  )                      (4)
In the above relation, MSE is the mean square of 
the error in statistics which is defined as follows:
    =
 
 × ∑ ∑ (  ,  −  ′ , )   
   
 
         (5)
In this relation Hi,j is the main pixel value in location(i, j) 
and  the H’i,j points  to the pixel  value  of steganography 
image  in the same  location. M  and N are  the  rows and 
columns number of the image. Table (2) shows the results 
of the factor in the stego images. 
4.2.2 Robustness
Robustness  is  the  extraction  ability o f 
steganography a gainst  the  common  operations  of  signal 
processing  and s ometimes  these  operations  are  called 
attacks. As these operations take place from  attackers to 
remove stego, the study of them is very emphasized by the 
researchers.  To  study  the  resistance  of  the  proposed 
algorithms, the salt and pepper noise attack is used.
Salt and Pepper Noise: This noise is often could 
be seen in the image. This noise shows itself in random 
black  and  white  pixels  in  the  gray  scale  images  and 
white& red in colored images [34]. In this study, to study 
the reliability the extracted stego from the bit error rate is 
used as follows:
    =
 
 ×  × 100                    (6)
In  this  relation B shows the extracted bit error rate and 
M×N points to the cover stego size. Table (2) shows the
PSNR  of t he Original  image and  the  attack  against  the 
noise.  The  bit  error  rate  is  calculated  in  percentage 
according to the relation, table (3).  Figure (8) shows the 
noised and stego images of any image.
Figure. 8 the results after attacks to the Salt and Pepper noise (a) 
Noise 0%, (b) Noise 1%, (c) Noise 2%, (d) Noise 5%, (e) Noise 10%, (f) 
Noise 20%, (g) Noise 30%, and (h) Noise 50%.
4.3 Edge detection algorithms of the image
These algorithms receive the gray scale image as the 
input and return a black and white binary image of the 
same size. In this image, the binary output of the one 
bits  are  for presentation  of t he  found  edges  in t he 
input image and the one bit include the non-edge parts 
of the image. The common methods of edge detection 
in image are: Sobel method, Prewitt method, Roberts 
method,  Laplacian of Gaussian method (LOG,  Zero 
Cross method, Canny  method. Fig 9 shows the edge 
detection algorithms of the image.
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image  b)sobel  edge  detection  c)sobel  edge  detection  d)Prewitt  edge 
detection e)Roberts edge detection e)Roberts edge detection f)log edge 
detection g)ZeroCross edge detection h)Canny edge detection
4.4 Key Space
Key i s one of t he most important  aspects of encryption 
systems. Selection of a small key space leads to failure of 
the algorithm and impermissible embedding or extraction 
on the steganography system. The key space size depends 
on  the  encryption  keys  in  decryptions  present  in  the 
encryption systems. To study the key space in proposed 
algorithm,  first  we  study  the  input  variables  in  chaotic 
maps.  The  chaotic  maps  are  sensitive  to  the  inputs.  It 
means that they are sensitive to the primary conditions and 
the control parameters so these variables are used as key in 
map.
For  making  the  key  space  clearer,  refer  to  the  two 
branching diagram of logistic chaotic map in chapter four. 
Embedding and extraction stages get two key spaces. One 
key is as the key for identification of embedding of stego 
and the other key points to the favored bit location. The
size  of k ey s pace  for i nitial  conditions  and  control 
parameters is computed about 10
28.
Table 2: Simulation Results of PSNR Under Salt and Peppers Noise
Boat Airplane Peppers Baboon Attacks
59.43 60.62 60.66 56.68 Without attack
47.28 46.88 47.12 46.73 Noise 1%,
42.70 42.28 42.53 42.24 Noise 2%,
38.55 38.11 38.39 38.15 Noise 5%,
35.19 34.75 35.00 34.84 Noise 10%,
32.25 31.80 32.06 31.85 Noise 20%,
30.23 29.79 30.04 29.84 Noise 30%,
28.67 28.22 28.48 28.20 Noise 50%,
Table 3: Simulation Results of BER under Salt and Peppers Noise
Boat Airplane Peppers Baboon Attacks
0 0 0 0 Without attack
0.49 0.52 0.48 0.49 Noise 1%,
1.40 1.48 1.55 1.48 Noise 2%,
3.84 3.82 4.00 3.88 Noise 5%,
8.49 8.36 8.46 8.45 Noise 10%,
16.74 16.55 17.16 16.66 Noise 20%,
26.70 26.45 26.69 26.67 Noise 30%,
38.28 38.22 38.53 38.33 Noise 50%,
5. Conclusions
In  this  work,  a  new  robust  audio  signal 
steganographic technique based on chaotic map has been 
proposed.  Through  using  the  LSB  technique,  the  audio 
information is embedded into the Edge of the color image. 
In  this  scheme,  The  noise  is  added  to  the  color  image 
according to the defined algorithm and then the best audio 
signal  detection  can  be s uccessfully e xtracted  from  the 
host  images  subject  to  noise  attacks.  We improved  the 
number  of  keys  (control  parameters)  and  complexities 
involved in this algorithm with multiple chaotic map. The 
size  of  key  space  for i nitial  conditions  and  control 
parameters  were  computed  about  10
28.   E xperimental 
results have shown that this proposed algorithm not only 
attains  higher  invisibility a nd  fidelity  of  steganography, 
but also has stronger robustness in the operation of noise 
attack.
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